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Disclaimer 

This document has been produced in the context of the TALON Project. The TALON project is part 

of the European Community's Horizon Europe Program for research and development and is as such 

funded by the European Commission. All information in this document is provided ‘as is and no 

guarantee or warranty is given that the information is fit for any particular purpose. The user thereof 

uses the information at its sole risk and liability. For the avoidance of all doubts, the European 

Commission has no liability with respect to this document, which is merely representing the authors’ 

view. 
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Executive Summary 

This document, henceforth referred to as D2.2, provides an extensive examination of Optimised 

Artificial Intelligence (AI) Theoretical Frameworks, spotlighting particularly on eXplainable AI (XAI) as 

well as practical hardware and energy benchmarking, together with their technological 

implementations. It imparts a detailed understanding of various post-hoc explainability techniques 

and theoretical AI frameworks, encompassing both system-centred and user-centred XAI 

methodologies.  

Within D2.2, the conceptualization and advancement of AI theoretical frameworks are delineated, 

covering essential phases such as data loading, validation, transformation, model training, evaluation, 

and model deployment. Furthermore, it introduces the notion of federated learning at edge nodes, 

underscoring the pivotal role of distributed learning paradigms with privacy in contemporary AI 

systems. Moreover, D2.2 presents practical methods and performance assessments of the AI 

theoretical framework, furnishing insights into its efficacy, trustworthiness and confidentiality. 

Evolutionary computation algorithms have been used to assess the fitness over a collection of 

possible and competitive solutions to derive the most promising solution. The result is to solve the 

complex, non-linear, and multi-modal optimization problem of concurrently achieving high AI models 

accuracy with low energy consumption while training. 

The deliverable concludes with key takeaways and prospective outlooks, accentuating the necessity 

for transparent and interpretable AI systems in moulding the prospective paradigm of artificial 

intelligence. In essence, D2.2 aspires to function as an authoritative guide in comprehending and 

implementing Optimised AI Theoretical Frameworks in practice measuring the trade-off metrics and 

deriving the optimal solutions under competitive conditions. 
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Introduction 

This section introduces the deliverable and explains its overall scope within the TALON project and 

its objectives. It also documents the positioning of this deliverable within the TALON project, detailing 

its relationship with other deliverables (D), tasks (T), and work-packages (WPs). Specifically, it maps 

the technical specifications related to the theoretical framework and real-world performance 

modelling, while also explaining how the knowledge produced in other deliverables and work-

packages served as input to the current deliverable. 

1.1 Scope and Objectives 

The aim of this deliverable is to report on TALON’s theoretical framework, explaining the main 

components, functionalities, and the specific interfaces to be designed. This deliverable presents a 

structured approach to developing artificial intelligence (AI) systems that combine theoretical 

concepts with empirical validation and optimization techniques. The framework has been developed 

and improved throughout the progression of the TALON project.  

We have thoroughly analysed the innovation strategy for administrative and management 

requirements for the procedures of the project TALON in the context of D1.1 and D5.4 (which is 

currently in progress). The primary objective was to design and develop TALON's novel theoretical 

framework, utilizing AI approaches to reduce energy consumption. This involves integrating 

theoretical concepts from these fields to explain and assess the operation of AI algorithms.  

As TALON explores and implements a hybrid architecture that fuses data-driven and knowledge-

centred techniques for optimal performance across various scenarios, the framework incorporates AI 

into Digital Twins (DTs) and modifies them to be non-intrusive reduced-order models capable of 

approximating future states. In addition, TALON utilizes data acquired from demonstrators to assess 

the performance of the developed theoretical framework in real-world scenarios. This includes the 

establishment of software evaluation methods, such as unit, integration, and system testing, to ensure 

robustness and reliability. 

1.2 Relation to other work packages, tasks, and deliverables  

Task 2.2 builds upon established user and system requirements, as well as AI metrics defined for 

TALON across different use cases and the overall system from T2.1. 

D1.1, which defines the innovation strategy and procedures for improving the project's quality, 

contributes to this deliverable by providing a Performance Assessment Report. This report is crucial 

for benchmarking AI models deployed in the project and serves as a key input for D2.2, particularly 

in defining the main components, functionalities, and specific interfaces. 

Additionally, this deliverable will contribute to WP3, WP4 and WP5, which focus on the transparency, 

explainability, reusability of models, and the instantiation of the components composing the TALON 

Conceptual Architecture. This process involves establishing seamless communication among system 

components and transforming the architecture into a fully functional and practical system. 

 

 

Figure 1. Relation with other Deliverables and Work Packages. 
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1.3 Document Structure 

The remainder of this document is organised as follows: 

Section 1 – (Introduction): It presents the deliverable and explains its overall purpose.  

Section 2 – (Literature Review): This section reviews the state of the art in AI-driven theoretical 

frameworks and highlights the novel contributions introduced in the TALON project.  

Section 3 – (AI Theoretical Framework): It defines the AI Theoretical Framework, including its 

concepts and building blocks.  

Section 4 – (Technical Implementation): It reports on the current development activities and the early 

prototype deployed in the TALON infrastructure to support the AI Theoretical Framework.  

Section 5 – (Conclusion and Future Outlook): This section concludes the deliverable. It summarizes 

the main findings of the deliverable, outlining the next steps, potential enhancements, future research 

directions, and technological advancements for the consortium. 
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State-of-the-Art in Optimised AI Theoretical Framework 

There has been a significant revolution in the industry due to advancements in Artificial Intelligence 

(AI) and Machine Learning (ML), leading to high accuracy levels, often surpassing human 

performance for different sort of problems. High accuracy rates are associated with models that have 

an immense number (millions or even billions) of weights (parameters), which are supposed to contain 

the learned information from training data. According to Angelov et al. [9], not only is the amount of 

data for these weights very large, but their high-dimensional and non-linear nested structure of input 

data makes AI non-explainable. Therefore, such models are considered non-transparent or opaque 

or “black box” models, as presented by Mittelstadt et al. [10]. 

However, alongside AI’s transformative potential, concerns regarding transparency, accountability, 

and trustworthiness have emerged, prompting the need for XAI. With the enactment of regulations 

such as the General Data Protection Regulation (GDPR) in the European Union, the demand for 

transparent and interpretable AI systems is greater than ever. 

Understanding the different terms related to explainability is essential. This section clarifies key 

concepts: 

• Transparency: A model is considered transparent if it is understandable, essentially the 

opposite of a “black box” model.  

• Interpretability: The ability to provide interpretations that can be understood by people. 

• Explainability: The capability of a system to provide accurate and comprehensible 

explanations for humans, as presented by Gilpin et al. [12]. 

2.1 The Taxonomy and Ontology of XAI 

Even though those explanations are close to their semantic meanings, XAI taxonomy can be 

categorized as follows: 

• Transparent model: Typical transparent models presented by Adadi et al. [13] include k-

nearest neighbours (kNN), decision trees, rule-based learning, Bayesian network, and so on. 

The decisions from these models are often transparent, although transparency, as a property, 

does not guarantee that a model will be readily explainable, as detailed by Angelov et al. [9]. 

• Opaque model: Models such as random forest, neural networks, support vector machines 

(SVMs) typically offer high accuracy but lack transparency. 

• Model agnostic: XAI approaches that are model-agnostic, as described by Dieber [14], are 

designed to be broadly applicable. These approaches prioritize flexibility, ensuring they can 

work independently of the specific model architecture. They focus on understanding the 

relationship between a model's input and output without being tied to the model's internal 

workings. 

• Model-specific: Unlike model-agnostic XAI approaches, these techniques leverage specific 

knowledge about a particular model or models to provide transparency. The goal, as outlined 

by Bach [15], is to shed light on the inner workings of a specific type of model or a set of 

models. 

2.1.1 Post-Hoc Explainability Techniques of Model Agnostic 

Several methods have been developed to explain complex AI models post-hoc: 
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• Text explanations; This technique addresses the challenge of enhancing the explainability of 

a model by training it to produce text explanations that clarify the model's outcomes. This 

approach encompasses techniques that generate symbols representing how the model 

operates. These symbols can elucidate the algorithm's logic through a semantic mapping 

from the model to symbols. 

• Explanation by simplification: This method involves simplifying a model through 

approximation, as proposed by Tritscher [16]. By creating simpler surrogate models like linear 

models or decision trees based on the original model's predictions, we can explain the 

complex model's predictions more understandably. 

• Explanation by feature relevance: Similar to simplification, this approach focuses on 

evaluating the importance of features by considering their average expected marginal 

contribution to the model's decision. Researchers like Chen [17] and Pedreschi [18] explore 

this concept by assessing how different features impact the model's decisions. 

• Visual explanation: XAI approaches based on visualization, as discussed by Chattopadhay 

[19], rely on data visualization techniques to interpret model predictions or decisions. By 

visualizing the input data, these methods aim to provide insights into how the model operates. 

• Local explanation: Local explanations, as introduced by Selvaraju [20], focus on 

approximating a model within a specific region around a particular instance of interest. This 

approach offers insights into how the model behaves when presented with inputs like the one 

being explained. 
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Figure 2. Levels of ML Model's Explainability’s (Arrieta [21]). 

2.2 The Theoretical Frameworks for AI 

Below some of the theoretical frameworks for Artificial Intelligence are presented that are most useful 

and relevant to our work for TALON: 

• Explainable Artificial Intelligence (XAI): This framework focuses on providing explanations 

that are structurally sound. It combines evidence from the model, its input-output mapping, 

and human interpretation. It emphasizes faithfulness (accurately describing the model's inner 

workings) and plausibility (convincing to the user). 

• Emergent Behavior and Alignment: This framework explores the dynamics of emergent 

behavior and alignment in AI systems. It considers the interplay between system states, 

inputs, function rules, learning algorithms, environments, and historical data. It emphasizes 

the need for ongoing adaptation and control, robust alignment mechanisms, and empirical 

validation. 

• AI as Originator and Facilitator of Innovation: This framework discusses how AI plays two 

roles in innovation: as a technology push and a market pull. It explores applications and 
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implications for innovation theory and practice, including AI's contribution to new product 

development. 

• Three-Level Model for AI in Learning: This framework synthesizes existing learning theories 

and proposes a model that explains the roles of AI in promoting learning processes. It 

includes micro, meso, and macro levels, and identifies fourteen roles for AI in education, 

aligned with the model's features. 

 

Figure 3. The High-level Ontology of Explainable AI Approaches (Angelov et. al., [9]). 

At the core of XAI lies a rich tapestry of theoretical frameworks and conceptual models that inform 

our understanding of transparency and interpretability in AI systems. Neerincx et al.'s [1] conceptual 

framework delineates three essential phases of explanation generation, communication, and 

reception, providing a roadmap for research in XAI. Within this framework, system-centred and user-

centred approaches to XAI emerge as distinct domains, each posing unique challenges and 

opportunities for advancing the field. 

2.2.1 System-Centred XAI: Unravelling the Black Box 

System-centred XAI focuses on elucidating the inner workings of AI systems, particularly opaque 

black-box architectures that defy traditional methods of interpretation. Black-box systems, 

characterized by their inscrutability, pose a formidable challenge to transparency and accountability, 

prompting researchers to explore novel techniques for explanation generation. Recent advances in 

interpretable AI, such as model distillation and surrogate modeling, offer promising avenues for 

enhancing transparency without compromising predictive performance. Furthermore, the emergence 

of grey-box systems, which combine symbolic and sub symbolic approaches, represents a synthesis 

of transparency and performance, offering a middle ground between opacity and interpretability. 

2.2.2 User-Centred XAI: Bridging the Explanation Gap 

User-centred XAI seeks to empower end-users with insights into the decision-making processes of 

AI systems, catering to diverse informational needs and cognitive capacities. In this domain, the 

communication and reception phases of explanation assume paramount importance, as users 
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navigate complex concepts and seek to make informed decisions based on AI-generated insights. 

Pragma-dialectical theory offers a roadmap for crafting persuasive, intelligible explanations tailored 

to end-users' cognitive capacities and informational needs, while Inference Anchoring Theory bridges 

inferential structures in argumentation with their corresponding illocutionary forces and dialogical 

processes, enabling the adaptation of explanation to specific user contexts. 

 

Figure 4. Trade-off Graph for Interpretability and Performance (Arrieta et al., [21]). 

 

The illustration presented in Figure 4, offers a conceptual depiction influenced by prior research, 

illustrating how XAI can enhance the traditional trade-off between model interpretability and 

performance. An additional point to highlight, closely related to model interpretability and 

performance, is the approximation dilemma: explanations crafted for a machine learning model must 

strike a balance between being sufficiently drastic and approximate to meet the needs of the intended 

audience, ensuring that the explanations accurately reflect the model under study without 

oversimplifying its key characteristics. 

2.2.3 Energy Tracking Existing Methodologies/Frameworks 

A comprehensive study on the aspects that affect the Big Data AI pipeline training, considering 

different objectives, highlights significant variations in both performance and energy consumption 

during Deep Neural Networks (DNN) training [22]. 

Both the system architecture, including CPUs, GPUs, and Tensor Processing Units (TPUs), and the 

AI model complexity should be considered during benchmarking when optimising the training phase. 

While GPUs and TPUs provide high throughput for tasks such as image recognition and speech-to-

text, energy efficiency can greatly differ depending on the hardware and the optimization techniques 

applied. These findings underscore the necessity of considering both performance and energy 

consumption when selecting hardware for AI training, particularly in environments where cost, energy 

preservation, and efficiency are critical factors.  
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The importance of evaluating energy consumption in machine learning (ML) is widely recognized for 

monitoring, understanding, and optimizing its computational and environmental impact. However, 

there is no single approach that can address all use cases, and there is an ongoing debate about the 

best methods to evaluate energy consumption for specific applications. In the meantime, various 

methods, each with unique strengths and limitations, have been developed. A systematic review of 

these approaches, designed to evaluate energy consumption during both training and inference, was 

conducted for TALON purposes, followed by an experimental protocol to compare the effectiveness 

of these methods across diverse AI tasks, including vision and language models [23].  

Several libraries have emerged to address the challenge of tracking energy consumption in AI 

pipelines. One prominent example is the eco2AI library [24], which offers a powerful solution for 

monitoring energy usage and CO2 emissions during both training and inference phases. This library 

tracks CPU, GPU, and RAM utilization by gathering power consumption logs through process 

identification (PID) and system metrics retrieved using Linux commands, such as top.  

Similarly, the EfiMon tool [25] provides a granular, non-invasive method for tracking energy 

consumption at the process level. EfiMon uses regression-based models to estimate energy usage 

with high precision, even in shared computing environments. This tool has shown small deviations in 

its measurements on Intel and AMD systems, making it a valuable resource for optimizing energy 

consumption in AI research and high-performance computing (HPC) [25].  

EIT [26] is another tool that simplifies real-time monitoring of energy usage and carbon emissions 

during AI training. This tool facilitates the generation of standardized online reports and leaderboards, 

promoting responsible research practices, especially in the context of energy-efficient reinforcement 

learning algorithms.  

CarbonTracker (CT) [27] is a specialized tool for tracking the carbon emissions produced during AI 

model training. This framework helps researchers measure the environmental impact of their models, 

offering valuable insights for developing more sustainable AI systems. 

2.2.4 Edge to Cloud Multi-Objective Deployment based on Hardware and User 
Requirements 

At the same time, there has been an evident revolution in the industry thanks to the improvement of 

AI pipelines with a high level of accuracy performance even surpassing human capabilities for 

different sorts of problems. Achieving a high accuracy rate is closely related to models that have a 

vast amount (millions or even billions) of weights (parameters) that are supposed to contain the 

information learnt from training data. However, many modern AI methods have a black-box nature, 

which hinders their adoption by practitioners in many application fields. This issue raises a recent 

emergence of a new research area in AI, setting the ground for (i) extensive benchmarking over 

different algorithms and methods to understand their behaviour across different data modalities; (ii) 

use of data and features of different granularity and veracity to optimise the learning capability and 

thus the performance of an AI model; and (iii) monitoring the underlying compute resources to 

dimension the financial, computing or energy costs of AI model training and to derive trade-offs (i.e. 

through what-if analyses) regarding smart placement, energy consumption, and other business-

defined objectives. In addition, there is the need to explain the behaviour of an AI model, aiming at 

providing more understandable, interpretable, and justifiable for humans AI-based decision-making 

processes and outcomes. Several theoretical frameworks for AI have been introduced to tackle 

different directions, focusing on (i) Explainable Artificial Intelligence (XAI); (ii) Emergent Behaviour 

and Alignment of AI; (iii) AI as Originator and Facilitator of Innovation; and (iv) Three-Level Model for 

AI while Learning. 

Tchuente et al. [28] proposed a new methodological and theoretical framework for XAI decomposed 

into six steps that can be followed by all practitioners or stakeholders to improve the implementation 
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and adoption of XAI in their business applications. They highlighted the need to rely on domain field 

and analytical theories to explain the entire analytical process, from the relevance of the business 

question to the robustness checking and validation of explanations provided by XAI methods. 

Rizzo et al.[29] fit explanations of an AI model into the properties of faithfulness (i.e. the explanation 

is an accurate description of the model’s inner workings and decision-making process) and plausibility 

(i.e. how much the explanation seems convincing to the user). Their theoretical framework simplifies 

the operationalization of these properties, and provides new insights into common explanation 

methods that they analyse as case studies. They also discuss the impact of their framework in 

biomedicine, a very sensitive application domain where XAI can have a central role in generating 

trust. 

Freund et al. [30] explore the complex dynamics of emergent behaviour and alignment within AI 

systems and present a comprehensive framework for conceptualizing and modelling these 

phenomena. Their framework incorporates the multilevel and time-dependent nature of emergent 

behaviour and alignment, considering the interplay between system states, inputs, function rules, 

learning algorithms, environments, and historical data. The proposed framework sheds light on the 

challenges and opportunities associated with achieving and maintaining alignment in AI systems. 

Brem et al.[31] introduced a two-part conceptual AI framework: The first part views AI as a technology 

that can fulfil different roles within a company, and the second looks at AI and its use along the 

company’s innovation processes. They also discussed these two views using examples from existing 

field applications and described potential areas for future research and limitations of the proposed 

framework. 

Gibson et al [32] introduced a three-level model that synthesizes and unifies existing learning theories 

to model the roles of AI in promoting learning processes. The model, drawn from developmental 

psychology, computational biology, instructional design, cognitive science, complexity, and 

sociocultural theory, includes a causal learning mechanism that explains how learning occurs and 

works across micro, meso, and macro levels. The model also explains how information gained 

through learning is aggregated, or brought together, as well as dissipated, or released and used within 

and across the levels. 

Last, Haidar [33] proposes a novel integrative theoretical framework for Responsible AI (RAI), which 

addresses four key dimensions: technical, sustainable development, responsible innovation 

management, and legislation. The responsible innovation management and the legal dimensions 

form the foundational layers of the framework. The first embeds elements like anticipation and 

reflexivity into corporate culture, and the latter examines AI-specific laws from the European Union 

and the United States, providing a comparative perspective on legal frameworks governing AI. The 

study’s findings are helpful for businesses seeking to responsibly integrate AI, developers who focus 

on creating responsibly compliant AI, and policymakers looking to foster awareness and develop 

guidelines for RAI. 

Within this expansive domain of Big Data and edge computing, AI stands as a beacon, transforming 

raw data into actionable insights and automating a myriad of complex tasks. However, the intricate 

relationship between AI and Big Data gives rise to various technical challenges, like the number of 

training epochs and time, over-/under-fitting, and data leakage, which can influence the efficacy of AI 

models. Last, the inherent characteristics of AI models and the energy-constrained edge devices 

further contribute to technical challenges while optimizing AI models for smart placement, cost, 

energy reduction, and more. 
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Design of the AI Theoretical Framework 

The role of the AI Theoretical Framework is to employ ML and XAI to explain and assess the operation 

of AI algorithms. To achieve this, we first introduced a pipeline covering all the phases of learning 

(both at the training and inference phase) and extended to federated learning to model the learning 

performed at the edge devices. 

The novelties of the proposed AI Theoretical Framework are highlighted as follows: 

• Transparency of the internal learning of diverse AI models covering different learning tasks and 

types of data; 

• Explainability; and 

• Abstraction and Extensibility. 

Figure 5 depicts the high-level illustration of the AI Theoretical Framework which models both 

centralized and decentralized learning tasks. The centralised phases of the learning pipeline denote 

that computing and resource allocation is made in a centralised cloud infrastructure, while the 

decentralised phases are being performed by federated edge computing nodes. 

 

Figure 5. Abstracted Pipeline for Studying and Explaining AI Algorithms (Theodorou et al, [42]). 

 

The AI Theoretical Framework is pivotal for our research as it accomplishes two significant objectives. 

Firstly, it provides a comprehensive framework that caters to a wide range of scenarios necessitating 

AI deployment, including tasks involving image processing, natural language processing with text 

data, and handling structured tabular data, among others. This versatility is crucial in today's dynamic 

AI landscape, where diverse data types and applications are prevalent. Secondly, the pipeline's 

inherent flexibility allows us to customize each component according to the specific requirements of 

individual use cases. This adaptability ensures that the pipeline remains efficient and effective across 

various domains, enabling us to achieve optimal results and address distinct challenges with precision 

and scalability. The design of the pipeline depicted in Figure 5 represents a significant advancement 

in AI development and implementation. By encompassing multiple data modalities such as images, 

text, and tabular data, the pipeline offers a holistic approach to AI-driven solutions. This is particularly 

advantageous in real-world scenarios where data sources are diverse and complex, allowing us to 

build robust models that can handle heterogeneous data inputs seamlessly. Furthermore, the modular 

nature of the pipeline enables us to fine-tune each component to suit the specific needs of different 

use cases. Whether it's adjusting model architectures for better performance or integrating 
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specialized preprocessing techniques, the flexibility of the pipeline ensures that we can optimize our 

AI solutions for maximum accuracy and efficiency. Overall, this pipeline not only enhances our ability 

to tackle a wide range of AI tasks but also empowers us to adapt and innovate in response to evolving 

challenges and requirements in the field of artificial intelligence. 

The segmentation of the pipeline into two distinct parts, one operating in the cloud and the other at 

the edge, represents a strategic approach to AI implementation. This division enables a centralized 

training process capable of aggregating results from numerous edge devices and consolidating them 

on a centralized server. Such a setup not only enhances scalability but also promotes efficient data 

management and analysis across distributed environments. Moreover, this architecture underscores 

the versatility of our AI algorithms, accommodating various development methodologies whether they 

are designed for edge computing or direct deployment on server infrastructure. By incorporating both 

cloud and edge computing capabilities, our pipeline demonstrates a comprehensive understanding 

of modern AI paradigms, ensuring adaptability and effectiveness across different deployment 

scenarios. The division of the pipeline into cloud-based and edge-based components reflects a 

sophisticated strategy tailored to the demands of contemporary AI systems. This bifurcation enables 

a centralized training mechanism that can harness the computational power of multiple edge devices, 

consolidating their outputs on a centralized server for streamlined analysis and decision-making. 

Moreover, this approach acknowledges the diverse pathways through which AI algorithms can be 

constructed and deployed, whether optimized for edge computing environments or designed for direct 

execution on powerful server infrastructures. This dual-capability architecture not only ensures the 

scalability and resilience of our AI solutions but also underscores our commitment to leveraging 

cutting-edge technologies in tandem, thereby maximizing performance and adaptability across a 

spectrum of use cases and operational scenarios. 

The genesis of generic AI pipeline framework draws inspiration from the TFX user guide, which 

illuminates TensorFlow's adept handling of diverse AI pipelines spanning text analysis, image 

recognition, and beyond. TensorFlow stands as a cornerstone in the realm of AI development, 

boasting a robust framework capable of accommodating a wide array of use cases and data 

modalities. Leveraging the rich functionalities and best practices delineated by TensorFlow, we have 

crafted our own adaptable framework, making nuanced adjustments to align with the specific 

requirements and operational criteria outlined in our work package. By embracing the paradigm 

established by TensorFlow while tailoring our approach to suit our unique context, we ensure that our 

AI pipeline not only harnesses industry-leading techniques but also remains finely attuned to the 

intricacies of our project's objectives and constraints. The design philosophy behind our generic AI 

pipeline framework is deeply rooted in the principles and methodologies outlined in the TFX user 

guide. TensorFlow's comprehensive approach to handling various AI pipelines, ranging from text and 

image processing to other domains, serves as a beacon of best practices and efficient implementation 

strategies. As TensorFlow stands as the industry standard for developing diverse forms of AI 

pipelines, we have meticulously studied and integrated its proven techniques into our framework. 

However, recognizing the unique nuances and requirements of our work package, we have tailored 

and fine-tuned certain aspects to ensure seamless integration and optimal performance within our 

specific context. By amalgamating the established practices of TensorFlow with our customized 

adaptations, we strive to create a robust and versatile AI pipeline framework that excels in handling 

a multitude of tasks while remaining agile and responsive to evolving demands and challenges in the 

AI landscape. 

3.1 Data Loading 

The initial phase of any AI pipeline is dedicated to loading the pertinent data that will serve as the 

foundation for training and analysis. Data holds unparalleled significance in AI implementations, 
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serving as the lifeblood that fuels model development and decision-making processes. By prioritizing 

robust data loading mechanisms, we ensure that our pipeline is equipped with the necessary 

information to derive meaningful insights and drive informed decisions. Moreover, efficient data 

loading offers several key benefits, including improved data integrity, enhanced model accuracy 

through comprehensive dataset representation, and streamlined data preprocessing workflows. By 

establishing a solid data loading foundation at the forefront of our AI pipeline, we lay the groundwork 

for successful AI model development and deployment across diverse applications and use cases. 

The initial step in any AI pipeline, data loading, is crucial for several reasons. Firstly, it ensures that 

the AI pipeline has access to the necessary information required for training and inference tasks. 

Without properly loaded data, the pipeline cannot function effectively or produce meaningful results. 

Secondly, robust data loading procedures contribute to data integrity and quality, minimizing errors 

and inaccuracies that could impact the performance of AI models. Additionally, efficient data loading 

streamlines the preprocessing and transformation of raw data into formats suitable for model training 

and evaluation. This not only accelerates the development process but also enhances the scalability 

and adaptability of the AI pipeline to handle large and diverse datasets. Overall, prioritizing data 

loading as the initial step in the AI pipeline sets a strong foundation for subsequent stages, ensuring 

reliable and accurate outcomes in AI-driven applications. 

3.2 Data Validation 

The validation of loaded data constitutes the second critical step in the AI pipeline. This phase 

involves conducting a series of checks and assessments to ensure that the data contains accurate 

and relevant information necessary for subsequent stages. The validation process is multifaceted, 

tailored to the specific modality of the loaded data—whether it's images, text, tabular data, or other 

formats. Moreover, considerations such as the AI model to be trained, computational resources 

available, and the desired level of data accuracy play a pivotal role in determining the validation 

criteria. By meticulously validating the loaded data, we uphold data quality standards, which directly 

correlate with the accuracy and reliability of the AI models trained downstream.  

Effective data validation serves as a cornerstone for robust AI systems, contributing significantly to 

the overall performance and effectiveness of the pipeline. Through comprehensive validation checks, 

potential errors, inconsistencies, and outliers within the data can be identified and addressed 

proactively. This proactive approach not only enhances data quality but also minimizes the risk of 

biases or inaccuracies influencing the training and evaluation of AI models. Additionally, data 

validation contributes to ensuring compliance with regulatory standards and ethical considerations, 

fostering trust and transparency in AI-driven decision-making processes.  

Furthermore, integrating automated validation mechanisms into the AI pipeline streamlines the 

validation process, reducing manual efforts and accelerating the overall development cycle. 

Leveraging advanced techniques such as data profiling, anomaly detection, and statistical analysis, 

we can establish robust validation protocols tailored to the unique characteristics of each data 

modality. This proactive validation strategy not only enhances data quality assurance but also 

empowers us to adapt and respond effectively to evolving data challenges and complexities in the AI 

landscape.  

Integrating automated validation mechanisms into the AI pipeline streamlines the validation process, 

reducing manual efforts and accelerating the overall development cycle. Various checks can be 

employed to ensure the quality and integrity of the loaded data across different modalities. For image 

data, checks may include verifying image resolution, aspect ratio, and colour channels consistency, 

as well as detecting corrupted or incomplete images. Text data validation may involve identifying and 

correcting spelling errors, handling missing values, and ensuring uniform text encoding across the 

dataset. Tabular data validation encompasses checks for data completeness, consistency, and 
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correctness, such as detecting outliers, duplicates, or discrepancies in numerical values and 

categorical labels.  

In addition to these modality-specific checks, overarching data quality assessments can be performed 

to evaluate the overall coherence and reliability of the dataset. This may involve assessing data 

distribution and statistical properties, detecting data imbalances or biases, and ensuring adherence 

to predefined schema or formatting standards. Anomaly detection techniques can also be employed 

to identify outliers or anomalies that deviate significantly from the expected data patterns, potentially 

indicating data errors or anomalies.  

Furthermore, data validation extends beyond structural and statistical checks to encompass semantic 

validation, ensuring that the data aligns with the intended semantics or domain-specific constraints. 

This may involve validating relationships between different data attributes, verifying data consistency 

across related datasets, and enforcing domain-specific rules or constraints. For instance, in 

healthcare data, semantic validation may involve verifying the consistency of patient demographics 

across different medical records or ensuring compliance with privacy regulations such as HIPAA.  

By leveraging a combination of these validation techniques, the AI pipeline can establish 

comprehensive quality assurance protocols tailored to the unique characteristics and requirements 

of the loaded data. This proactive validation strategy not only enhances data quality and integrity but 

also fosters confidence in the subsequent stages of AI model training and evaluation, ultimately 

leading to more accurate and reliable AI-driven insights and decisions. 

3.3 Data Transformation 

The third pivotal step in the AI pipeline involves transforming the loaded data into a format optimized 

for leveraging its inherent features and characteristics to train the most effective machine learning 

models. This transformation process is multifaceted, relying on a range of transformation functions 

tailored to the specific attributes of the data. Several factors influence the choice of transformation 

functions, including the data modality (e.g., images, text, tabular data), the shape and format of the 

loaded data, the desired AI model architecture, and the computational resources available. This 

transformation process can be divided into two key components: feature engineering and feature 

selection.  

Feature engineering constitutes the first part of the data transformation process, focusing on creating 

new features or representations from the existing data. This step is crucial for enhancing the predictive 

power of AI models by extracting meaningful patterns and relationships from the data. Depending on 

the data modality and the nature of the AI model being developed, various feature engineering 

techniques can be applied. For example, in image data, feature engineering may involve extracting 

visual descriptors or features using techniques like convolutional neural networks (CNNs) or image 

preprocessing methods. Similarly, in text data, feature engineering may encompass techniques such 

as word embeddings, n-grams, or text vectorization to represent textual information in a format 

suitable for model training.  

The second part of the data transformation process is feature selection, which involves determining 

the most relevant and informative features to include in the model while discarding irrelevant or 

redundant ones. This step is essential for optimizing model performance, reducing overfitting, and 

improving interpretability. Feature selection techniques vary based on the data type and the ML 

model's requirements. For instance, in tabular data, feature selection methods like feature importance 

ranking, correlation analysis with the target label, or recursive feature elimination (RFE) can be utilized 

to identify and retain the most influential features for predictive modelling. By leveraging these 

transformation techniques effectively, the AI pipeline can preprocess and prepare the data in a 
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manner that maximizes the model's predictive capabilities and generalization performance, ultimately 

leading to more accurate and robust AI-driven solutions. 

3.4 ML Model Training 

The subsequent step in the AI pipeline is the actual creation of the AI model itself. This stage involves 

utilizing the transformed data from the previous step to train the model, enabling it to understand and 

learn from the underlying patterns and features within the data. Each preceding component of the 

pipeline contributes to the smooth and optimal execution of this step. Model training is a pivotal stage 

that consumes significant time and computational resources, representing the core of the AI pipeline 

where the true magic of machine learning unfolds. The choice of algorithm for training the model is 

influenced by several key factors.  

One of the primary factors dictating the selection of the AI model algorithm is the modality of the data 

being used. For instance, in the case of image data, Convolutional Neural Networks are widely 

regarded as one of the most effective and popular algorithms due to their ability to capture spatial 

dependencies and hierarchical features within images. Similarly, for text data, algorithms like 

Recurrent Neural Networks (RNNs) or Transformer models are often employed to process sequential 

data and capture contextual dependencies effectively.  

Another crucial factor shaping the type of AI algorithm chosen is the specific task that the model is 

intended to perform. For supervised learning tasks, where the model learns from labelled data and 

aims to predict or classify based on predefined target labels, algorithms like Support Vector Machines 

(SVMs), Decision Trees, or Gradient Boosting Machines (GBMs) are commonly utilized. On the other 

hand, for unsupervised learning tasks, where the model learns patterns and structures from 

unlabelled data, algorithms such as K-means clustering, Hierarchical clustering, or Generative 

Adversarial Networks (GANs) may be more suitable. 

 Furthermore, the available computing power and resources play a significant role in determining the 

complexity and scalability of the AI algorithm chosen for model training. Deep learning algorithms, for 

instance, often require substantial computational resources, especially when dealing with large-scale 

datasets or complex neural network architectures. Therefore, considerations such as parallel 

processing capabilities, GPU utilization, and distributed computing frameworks may influence the 

decision-making process regarding the selection of AI algorithms for model training within the AI 

pipeline. 

During the ML model training phase within the AI pipeline, the transformed data is used to iteratively 

adjust the model's parameters and optimize its performance. This process typically involves splitting 

the data into training, validation, and testing sets to evaluate the model's generalization ability 

accurately. The training phase consists of feeding the training data into the model, which then learns 

to recognize patterns, correlations, and features relevant to the task at hand. The model's 

performance is continuously evaluated using the validation set to prevent overfitting (when the model 

performs well on the training data but poorly on new, unseen data) and to fine-tune hyperparameters 

for optimal performance. 

The ML model training process is iterative and often involves hyperparameter tuning, regularization 

techniques (to prevent overfitting), and optimization algorithms (such as Gradient Descent) to 

minimize the model's loss function and improve its predictive accuracy. Additionally, ensemble 

methods like Bagging and Boosting can be employed to combine multiple base models for improved 

generalization and robustness. 

It's essential to monitor and evaluate the model's performance throughout the training process using 

metrics such as accuracy, precision, recall, F1-score (for classification tasks), Mean Squared Error 
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(MSE), Root Mean Squared Error (RMSE), or R-squared (for regression tasks). This allows fine-

tuning the model's parameters, adjusting the learning rate, or exploring different optimization 

strategies to achieve the desired level of performance and generalization. 

3.5 ML Model Evaluation 

The final step in the AI pipeline entails evaluating the quality and performance of the generated AI 

model. This evaluation process is crucial as it determines the model's effectiveness in solving the 

specified problem and meeting the predefined task criteria. Various machine learning model 

evaluation metrics are available, each focusing on different aspects of model performance. Some 

widely recognized evaluation metrics include Precision, Recall, F1 score, PRAUC (Precision-Recall 

Area Under Curve), Accuracy, and many others. These metrics provide insights into different 

attributes of the model's behavior, such as its ability to make correct predictions, identify relevant 

instances, and balance between false positives and false negatives.  

The choice of evaluation metric depends on the specific requirements and objectives of the task at 

hand. For example, in scenarios where precision is of utmost importance, such as medical diagnostics 

or financial fraud detection, a high Precision metric is desired to minimize false positives and ensure 

reliable decision-making. Conversely, in situations where recall is prioritized, such as anomaly 

detection or search engines, a high Recall metric is crucial to capture as many relevant instances as 

possible, even at the cost of some false positives.  

Another factor influencing the selection of evaluation metrics is the type of ML algorithm used for 

model training. For supervised learning algorithms, evaluation metrics like Accuracy, Precision, 

Recall, and F1 score are commonly applied to assess classification and regression model 

performance. In contrast, for unsupervised learning algorithms, different evaluation metrics such as 

Silhouette score (for clustering) or Reconstruction Error (for autoencoders) may be used to evaluate 

clustering quality or reconstruction accuracy, respectively.  

Ultimately, the evaluation step serves as a critical checkpoint to determine whether the produced AI 

model is ready for deployment in real-world scenarios. Based on the evaluation results and the task 

requirements, decisions can be made regarding model refinement, hyperparameter tuning, or 

deployment readiness. This final evaluation step ensures that the AI model meets the desired 

performance standards and can deliver accurate and reliable predictions when deployed in production 

environments with new, unseen data. 

3.6 ML Model Serving 

Once all the preceding steps of the AI pipeline have been meticulously executed and the AI model 

has been fine-tuned and validated, it transitions into the inference phase. The inference process 

involves utilizing the trained AI model to generate predictions, classifications, or recommendations 

based on new, unseen data inputs. This phase is where the AI model's true utility and effectiveness 

are put to the test in real-world applications.  

During inference, the AI model takes input data and applies the learned patterns, features, and 

relationships acquired during the training phase to make predictions or decisions. This could involve 

tasks such as image classification, sentiment analysis, anomaly detection, predictive maintenance, 

or personalized recommendations, depending on the nature of the AI model and its intended 

application. The model's ability to generalize and provide accurate predictions on unseen data is a 

key determinant of its success in the inference phase.  

The inference process typically involves deploying the AI model in a production environment, where 

it interacts with live data streams or user inputs to generate real-time insights or actions. This may 

require integrating the AI model into existing software systems, applications, or platforms to enable 
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seamless data processing and decision-making. Additionally, considerations such as model latency, 

scalability, and reliability become paramount during inference, ensuring that the AI model can handle 

varying workloads and deliver timely responses without compromising performance.  

Continuous monitoring and evaluation of the AI model's performance during the inference phase are 

essential to detect any drift or degradation in predictive accuracy over time. This may involve 

monitoring key performance metrics, analysing prediction errors, and retraining the model periodically 

to adapt to changing data patterns or evolving user requirements. By leveraging the insights and 

feedback gathered during the inference phase, organizations can iteratively improve their AI models, 

enhance decision-making processes, and drive tangible business outcomes. 

3.7 Federated Learning at Edge Nodes 

A key part of our proposed AI Theoretical Framework is the use of federated learning for allowing de-

centralized training on the edge. Federated learning has emerged as a transformative paradigm in 

machine learning, offering a decentralized approach to model training while preserving data privacy 

and security. This methodology is particularly relevant in scenarios where sensitive data is involved, 

such as healthcare, finance, and IoT networks. By distributing the training process to edge devices 

or local servers, federated learning enables organizations to collaboratively improve machine learning 

models without centrally storing or sharing raw data. This not only addresses privacy concerns but 

also enhances data locality, reducing latency and bandwidth requirements for model updates. 

One of the key advantages of federated learning is its applicability in mobile and IoT environments, 

where data privacy is of utmost importance. In these contexts, devices can autonomously train AI 

models using locally generated data, such as user interactions or sensor readings, without 

compromising individual privacy. The trained models' updates are then securely aggregated and 

merged at a central server or cloud, ensuring that sensitive information remains decentralized and 

protected. This approach not only enhances data privacy but also empowers edge devices to 

contribute to collective intelligence, leading to more personalized and efficient AI applications.  

Moreover, federated learning has implications beyond privacy preservation. It also addresses 

challenges related to data heterogeneity, scalability, and regulatory compliance. By leveraging 

federated learning techniques, organizations can harness the full potential of distributed data sources 

while mitigating risks associated with centralized data storage and processing. However, federated 

learning also poses technical challenges, such as communication overhead, model synchronization, 

and federated optimization strategies, which require ongoing research and development efforts to 

optimize the performance and scalability of federated learning systems. 

In constructing our AI pipeline, a fundamental goal is to prioritize explainability and trustworthiness, 

ensuring transparency in the inner workings of the pipeline and providing clarity on the processes 

involved when executing an AI pipeline. To achieve this, our initial step is to meticulously measure 

the hardware consumption resources utilized throughout the pipeline's operations. By quantifying and 

analysing these resource allocations, we can offer comprehensive explanations regarding the 

computational resources utilized, the efficiency of resource allocation strategies, and the overall 

impact on performance metrics. This focus on measuring and explaining hardware consumption not 

only enhances transparency but also enables stakeholders to gain a deeper understanding of the 

computational intricacies and optimizations within the AI pipeline. 

In the upcoming chapter, we will delve into the actual implementation work undertaken to create and 

subsequently measure hardware (HW) consumption within our AI pipeline. This phase encompasses 

a series of methodical steps aimed at developing robust mechanisms for monitoring and quantifying 

the computational resources utilized during pipeline execution. We outline the methodologies, tools, 

and frameworks employed to construct the HW consumption measurement framework, ensuring 
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accuracy, reliability, and scalability. Moreover, we detail the implementation process, including data 

collection procedures, instrumentation of hardware monitoring components, and integration with the 

AI pipeline architecture. Through this chapter, readers will gain insights into the technical intricacies 

involved in creating and measuring HW consumption, paving the way for enhanced transparency and 

understanding of the AI pipeline's operational dynamics. 
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AI Theoretical Framework Development and Deployment 

The experimental framework, as illustrated in Figure 6 , effectively captures the metrics of energy 

consumption, performance efficiency, and hardware utilization.  

4.1 Technological Stack 

This framework is hardware and platform vendor-agnostic, designed to cover a broad range of 

scenarios and use cases. We place particular emphasis on ensuring our framework is both highly 

scalable and extensive, making it practical for real-world Edge-to-Cloud deployments. By tracking 

system operations on a per-second basis, our framework effectively captures dynamic workloads and 

fluctuating resource availability, even in cases of abrupt changes. However, we record the technical 

specifications of the target hardware and platform based on their objective capacity. The first step 

includes the abstraction and containerization of the Big Data AI pipeline within a Kubernetes cluster 

[35]. Proper configuration and setup of the cluster are necessary for monitoring the execution 

environment of the Big Data application under evaluation. 

 

Figure 6. Technology stack for Benchmarking the AI Theoretical Framework (Theodorou et al, [42]). 

The Kubernetes cluster supports E2C applications and provides scalability, easy integration of edge 

devices, and dynamic resource allocation. We study the case of Big Data AI pipelines that require 

dynamic resource adaptation, as the training and inference phases may experience random 

fluctuations. In addition, containerization within Kubernetes ensures process isolation and minimizes 

interference from other processes (e.g., from the operating system or neighbouring applications), 

leading to more accurate and reproducible measurements of energy and computing resource 

consumption. Moreover, Kubernetes’ native tools for monitoring, such as Prometheus and Grafana, 

allow for real-time tracking and visualization of hardware metrics (CPU, GPU, RAM) and energy 

usage of a given AI pipeline. This distributed approach enables the monitoring of federated workloads 

across multiple nodes, offering a more comprehensive and granular insight into the system's 

performance compared to traditional PID-based monitoring. Lastly, leveraging Kubernetes’ cloud-

native infrastructure, the framework can be easily extended to larger, multiple, and more complex 

environments, supporting diverse AI applications and varying computational demands. 

We have deployed and integrated a comprehensive suite of libraries and tools to form the monitoring 

infrastructure, ensuring precise tracking of energy consumption and hardware utilization during the 

various steps of a Big Data AI pipeline. Each of these components has been carefully selected for its 

ability to address specific challenges in resource monitoring. In the following, we provide a brief 

https://prometheus.io/
https://grafana.com/
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overview of the tools employed, offering necessary background for those unfamiliar with them, and 

explain their role within the overall architecture. 

In our quest to develop a comprehensive AI framework with a focus on measuring hardware 

consumption, we have leveraged a suite of cutting-edge technology tools as shown in Figure 6. 

Among these tools are Prometheus, Grafana, InfluxDB, and Kepler, each playing a pivotal role in 

enabling end-to-end energy and HW consumption tracking. 

Prometheus [34], integrated into the Kubernetes cluster, serves as the primary monitoring tool to 

collect real-time hardware utilization data. It tracks vital system metrics, including CPU, GPU, and 

RAM usage, and provides a highly reliable and scalable method for capturing these metrics. By 

integrating with the Kubernetes environment, Prometheus ensures continuous monitoring, accurately 

recording resource fluctuations over time. Moreover, Prometheus gathers a wide variety of statistics 

on top of the application it monitors, providing high flexibility for any use case-specific monitoring 

requirements, such as information on disk throughput, filesystem I/O, and out-of-memory (OOM) 

errors. 

Once the hardware utilization data is captured by Prometheus, it is stored in InfluxDB [36], a high-

performance time-series database chosen for its ability to persist and handle large volumes of time-

stamped data for long periods. InfluxDB ensures long-term data storage and facilitates efficient 

querying and analysis of historical hardware consumption trends. This long-term storage is crucial for 

monitoring the energy consumption patterns of AI applications over extended periods, particularly in 

Big Data scenarios where these patterns evolve. 

For visualization, Grafana [37] is employed to create intuitive and interactive dashboards. We make 

use of two purposefully developed Grafana dashboard templates [38] for visualization of HW 

consumption and [39] for visualization of energy and CO2 emissions, that enables Grafana to connect 

and pull data from Prometheus. This visualization capability allows developers and researchers to 

gain real-time insights into the AI application's resource usage, enabling them to monitor trends and 

make informed decisions regarding optimizations, as well as optimal resource allocation and 

scheduling. 

Kepler [40] extends the capabilities of Prometheus by leveraging system telemetry data to compute 

energy consumption and carbon emissions. Kepler integrates seamlessly with Prometheus, offering 

real-time insights into the environmental impact of the AI application, including power usage and CO2 

emissions. This promotes sustainable computing practices, offering both technical and environmental 

metrics that are critical for optimizing energy consumption in containerized AI workloads. 

Finally, the AI models, their performance efficiency, and any associated metadata are stored and 

managed using MLFlow [41]. MLFlow enables reproducibility by tracking experiment runs, saving 

model versions, and maintaining all relevant information for future reference. This ensures that model 

performance, energy consumption, and hardware usage can be monitored and compared across 

different experiments, providing a complete lifecycle management system for AI development through 

the proposed framework. 

By harnessing the collective power of Prometheus, Grafana, InfluxDB, and Kepler, we not only create 

an end-to-end AI pipeline but also establish robust mechanisms for measuring and optimizing HW 

consumption. This integrated toolset empowers us to monitor, analyse, and enhance the performance 

and efficiency of our AI infrastructure, ultimately leading to more transparent, scalable, and resource-

efficient AI solutions. 

https://prometheus.io/
https://grafana.com/
https://www.influxdata.com/
https://github.com/sustainable-computing-io/kepler
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Figure 7. Kubernetes Namespace Orchestrating AI Pipeline Energy and Hardware Consumption 
Monitoring. 

4.2 AI Training Script 

The solution framework for monitoring the consumption of energy and hardware is model agnostic. 

This means that it can be applied irrespective of the AI model that the user would like to measure. 

This very important attribute comes as an added benefit of encapsulating our AI model inside a 

Kubernetes pod and measuring the pod’s footprint. Additionally, the developed framework can be 

utilized either on the edge or in the cloud depending on the user requirements and the available 

hardware for training.  

The framework does not make any hard requirements on the AI training pipeline script per se. 

Therefore, the user is enabled to make use of the very rich AI/ML frameworks available for developing 

AI models such as PyTorch, TensorFlow, Scikit-Learn etc. This is one of the most crucial components 

of the framework developed as it allows for very high flexibility on the AI Engineer’s side. Figure 7 

shows an example of an AI training script that is being monitored with the framework. 
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Figure 8. Example AI Training script to be monitored with the use of the framework. 

4.3 Kubernetes Deployment Configuration 

After setting up the whole Kubernetes namespace, with the frameworks as explained above, the next 

step is to monitor an AI model training and track its energy and hardware consumption. To accomplish 

this, we have streamlined the process by generating and uploading a YAML file, Figure 8, that 

encapsulates the instructions required for creating the pipeline. This YAML file serves as a blueprint, 

outlining the sequence of tasks, dependencies, and configurations necessary for orchestrating the 

entire pipeline seamlessly and then monitoring its progress. 

The YAML file instructs the namespace to create a batch job that sets up a pod containing the python 

script where the AI training has been defined. By executing the script, we abstract the complexity of 

pipeline creation, ensuring consistency, reproducibility, and ease of maintenance across different 

environments and deployments. 

The YAML file, as depicted in Figure 9, contains detailed specifications for each component of the 

pipeline, including GPU resource definition, mlflow port connection memory resource limitation, and 

restarting policy definition. Additionally, the way that the solution is set-up, it loads the docker image 

containing the AI training specification from the Docker Hub if it cannot be found locally. This 

streamlined approach to pipeline development and automation enhances efficiency, reduces manual 

intervention, and accelerates the hardware and energy tracking of AI pipelines within Kubernetes-

based environments. 

https://hub.docker.com/
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Figure 9. YAML File with Instructions for Deploying the AI Pipeline to monitor. 

4.4 Energy Consumption Visualization 

As previously mentioned, our framework utilizes Kepler to track the energy consumed during the AI 

model development. Once the energy has been logged from Kepler to InfluxDB, it can be visualized 

for better understanding of the AI energy efficiency.  

There are two ways that this can be achieved. On the one hand, the energy consumed can be readily 

viewed from within the Influx DB UI as per Figure 11. The end user can choose the specific AI training 

that he is interested in viewing as well as the timeframe (start-end) to see the corresponding results.  

On the other hand, the energy consumed can be visualized from Grafana, as per Figure 10. Grafana 

can display the energy consumed broken down per device. PKG refers to the energy from CPU, 

DRAM refers to the energy from the RAM, GPU refers to the energy from the GPU, OTHER refers to 

any other device consuming energy. Another important visualization offered by Grafana is the break-

down of the energy consumed to CO2 emissions Coal, Petroleum and Natural Gas. This allows the 

user to better understand the energy footprint of the AI training. 
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Figure 10. Grafana showing the energy consumed by the AI training. 

 

 

Figure 11. The InfluxDB UI showing the amount a linear graph of the total energy consumption. 

4.5 Hardware Consumption Visualization 

During the execution of the AI pipeline, in addition to monitoring hardware consumption using tools 

like Prometheus, we leverage Grafana to visualize real-time metrics. This dynamic visualization 

provides us with a visually appealing dashboard that offers insights into the ongoing activities and 

resource utilization within our system. An illustrative example of this real-time monitoring can be 

observed in Figure 12, where we gain visibility into the CPU and RAM usage, particularly during the 

execution of the most resource-intensive step of the pipeline: ML Model Training. 
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In Figure 12, the Grafana dashboard showcases a graphical representation of CPU and RAM usage, 

highlighting that these resources are predominantly maxed out during the ML Model Training phase. 

This insight is critical as it allows us to identify resource bottlenecks, optimize resource allocation, 

and ensure the efficient execution of the AI pipeline. The real-time visualization empowers us to make 

informed decisions, proactively address performance issues, and maintain system stability throughout 

the pipeline execution. By integrating Grafana into our monitoring stack, we gain a comprehensive 

understanding of HW consumption trends, performance metrics, and system behaviour during the AI 

pipeline's execution. This enhanced visibility enables us to monitor resource utilization in real-time, 

identify potential performance bottlenecks, and optimize resource allocation strategies to maximize 

pipeline efficiency and reliability. 

 

Figure 12. Grafana Dashboard Displaying HW Consumption of the AI Pipeline. 

 

As outlined earlier, our monitoring strategy involves logging HW consumption metrics collected by the 

Node Exporter component of Prometheus to InfluxDB. This logging mechanism captures detailed 

information about system resource usage, providing us with a comprehensive dataset that can be 

leveraged for further analysis, performance optimization, and future reference. Figure 13 exemplifies 

how these logs are structured, showcasing a specific pod's total CPU usage in seconds as an 

illustrative example. 

In Figure 13, the logs retrieved from InfluxDB offer insights into the CPU utilization metrics for a 

particular pod within our Kubernetes cluster. By tracking CPU usage in seconds, we gain a granular 

understanding of resource allocation patterns, workload demands, and performance trends at a micro 

level. This data becomes invaluable for identifying resource-intensive tasks, detecting anomalies, and 

optimizing resource allocation strategies to enhance system efficiency and reliability. 

Moreover, the logged HW consumption metrics serve as a valuable resource for conducting 

retrospective analyses, diagnosing performance issues, and benchmarking system performance over 

time. The availability of historical HW consumption data enables us to establish baseline performance 
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metrics, track deviations, and make data-driven decisions to improve the overall stability and 

scalability of our infrastructure. 

By seamlessly integrating Prometheus, Node Exporter, and InfluxDB into our monitoring stack, we 

establish a robust logging and monitoring framework that empowers us to capture, analyse, and 

leverage HW consumption metrics effectively. This logging infrastructure not only facilitates real-time 

monitoring but also enables us to derive actionable insights, optimize resource utilization, and ensure 

optimal performance of our AI pipeline and Kubernetes cluster.  

 

Figure 13. InfluxDB Logged Information from Prometheus Node Exporter. 

 

 

Figure 14. Bash Script For Retrieving Logs from InfluxDB. 

 

Upon the completion of the AI pipeline's execution, the next step involves retrieving the stored logs 

from InfluxDB to facilitate further analyses and insights. To streamline this process, we have 

developed a custom bash script, Figure 14, that serves as a robust automation tool for loading, 

processing, and organizing the logs into a structured CSV format for future reference and analysis. 

This script plays a pivotal role in extracting pertinent information from the logged HW consumption 

metrics, filtering out irrelevant data, and transforming it into a usable format. 

The bash script executes a series of steps, starting with the retrieval of logs from InfluxDB based on 

specified criteria and time ranges. Next, it processes the retrieved logs, applying data transformation 
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and filtering techniques to extract key metrics related to HW consumption, such as CPU usage, 

memory utilization, disk I/O, and network traffic. This processing step is crucial as it allows us to focus 

on relevant information that is essential for performance analysis, resource optimization, and system 

monitoring. 

Once the logs are processed, the bash script compiles the extracted data into a structured CSV file 

format, ensuring readability, organization, and compatibility for future analyses and reference. This 

CSV file serves as a comprehensive repository of HW consumption metrics, providing a historical 

record of system performance, trends, and anomalies over time. 

Additionally, during the processing stage, we carefully select and prioritize the information to be 

included in the CSV file, considering the specific requirements and objectives of the analysis. This 

selective approach ensures that only relevant and meaningful data points are captured, enhancing 

the efficiency and effectiveness of subsequent analyses and decision-making processes. 

Overall, the development of the bash script for log retrieval, processing, and CSV file generation 

streamlines the post-execution workflow of the AI pipeline, enabling us to extract actionable insights, 

perform in-depth analyses, and maintain a structured record of HW consumption metrics for ongoing 

monitoring and optimization efforts. 

 

Figure 15. Various HW Consumption Metrics as Logged During the AI Pipeline Execution. 

 

Figure 15 provides a detailed and granular view of the HW metrics captured during each step of the 

AI pipeline execution. This visualization offers a comprehensive overview of key HW consumption 

parameters that we consider crucial and monitor closely throughout the pipeline's lifecycle. By 

capturing 1-minute granularity for each step, we gain insights into real-time performance trends, 

resource utilization patterns, and system behaviour during the pipeline's execution. 

For each step of the AI pipeline depicted in Figure 15, the graph showcases essential HW metrics 

such as CPU usage, memory utilization, disk I/O, and network traffic. These metrics are tracked at a 

fine-grained level, enabling us to monitor resource consumption trends, detect anomalies, and 

optimize resource allocation strategies based on actual execution data. 
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The detailed information presented in Figure 15 allows us to draw several insights and observations 

from the AI pipeline's execution. For example, we can identify peak resource usage periods, assess 

the impact of specific pipeline tasks on HW consumption, and optimize resource allocation based on 

workload demands. Additionally, the granularity of the data enables us to conduct root cause analysis, 

diagnose performance bottlenecks, and make data-driven decisions to enhance system performance 

and efficiency. 

Overall, 4 serves as a valuable tool for visualizing and analysing HW metrics at a granular level, 

providing actionable insights and facilitating informed decision-making throughout the AI pipeline's 

execution and optimization process. 
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Benchmarking AI Theoretical Framework with TALON Pilots 

5.1 Benchmarking with UC1: Automatic UATVs Coordination and 
UC4: Human-Robot Collaboration (images) 

As explained, the developed AI Theoretical Framework for energy and hardware monitoring can 

retrieve the AI model’s footprint irrespective of the modality. Hence, when using the framework to 

benchmark Use Cases 1 & 4 where the AI modality is images, we have trained, monitored and 

benchmarked 8 state-of-the-art models that have been deemed as superior in the respective task. 

In the first use case, where the objective is to detect fires using a drone and promptly notify 

responders, it is crucial to distinguish between the training and deployment environments of the AI 

model. Given the hardware limitations of drones, deploying computationally heavy models that 

achieve extremely high accuracy at the expense of energy efficiency is not feasible. Therefore, it is 

essential to develop an AI model optimized for edge deployment, prioritizing energy efficiency as the 

primary criterion when selecting a suitable model for this use case. 

In the fourth use case, where the objective is to detect whether factory workers comply with safety 

regulations by wearing helmets and vests, it is equally important—just as in the first use case—to 

ensure that the trained AI model is deployable on the edge. In both scenarios, deploying a 

computationally heavy model, despite its higher accuracy and lower error rate, is not feasible due to 

hardware constraints. Conversely, a model that prioritizes energy efficiency but fails to achieve 

sufficient accuracy for the task would be ineffective. Therefore, AI model development for these use 

cases presents a multi-objective challenge: balancing energy efficiency with accurate detection to 

ensure reliable and practical deployment. 

The dataset utilized consists of 60,000 images with a total size of 170 MB. These images are 

representative of the use cases, specifically focusing on fire detection and compliance with safety 

regulations (helmet detection). The models benchmarked for these tasks, along with their 

corresponding benchmarking results, are presented in Figure 16 and Figure 17. 

 

Figure 16. Comparison of imagery data for AI models performance and training time. 

 

 

Figure 17. Comparison of imagery data for AI models Hardware and Energy consumption. 
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As shown in Figure 16, EfficientNet is the most efficient network, achieving the highest precision, 

accuracy, and F1 score across the four training epochs. It outperforms the second-best model, 

VGGNet, by nearly 10% in accuracy, while completing the task in a significantly shorter time frame 

and using 73% less energy. This remarkable efficiency in both time and energy consumption 

highlights EfficientNet’s better architecture in balancing performance and resource utilization. 

Interestingly, while MobileNet completes the training the fastest, EfficientNet offers a better 

combination of accuracy and energy efficiency. The comparison reveals an interesting trend where 

AI models with either a relatively small number of parameters, like EfficientNet and MobileNet, or 

many parameters, such as VGGNet, Vision Transformer, and ResNet152, outperform those with a 

medium number of weights, such as ConvNext and YOLOv8. This observation suggests that small 

networks are well-suited for scenarios where quick execution and energy-aware placement are 

crucial. In contrast, medium-sized networks may struggle to balance speed and performance 

effectively, justifying the preference for smaller architectures in time-sensitive or energy-constrained 

application cases. 

As depicted in Figure 20, MobileNet demonstrated the lowest energy consumption, requiring 

approximately 32K Joules, followed closely by EfficientNet. In contrast, the most energy-intensive 

networks were Vision Transformer and YOLOv8, with YOLOv8 being particularly noteworthy for its 

subpar performance relative to its energy usage, making it the least optimal model among those 

evaluated. 

Interestingly, the number of parameters does not appear to be the primary driver of energy 

consumption; instead, the time required for execution plays a more significant role. For instance, 

despite ConvNext having more than three times the number of parameters as DenseNet, the two 

models completed their training at nearly the same time and exhibited very similar energy 

consumption levels. This suggests that model architecture and execution efficiency have a more 

pronounced impact on energy usage than the sheer number of parameters. 

Moreover, an intriguing observation is that YOLOv8, unlike the other models, exhibited significantly 

higher RAM and CPU utilization. This points to a potential inefficiency in resource allocation, 

particularly when considering its lower performance in comparison to the other networks. These 

findings underscore the importance of not only evaluating accuracy but also considering resource 

efficiency when selecting models for deployment in energy-constrained environments. 

It was observed that, on average, 90% of the total energy consumed by the networks could be 

attributed to GPU utilization, with the smaller networks having a ratio of ~82% and bigger ones ~90%, 

underscoring the significant energy demands of GPUs compared to other hardware components such 

as CPU and RAM. This finding highlights the energy-intensive nature of GPU operations in AI training 

and suggests a pressing need for further research into optimizing GPU energy efficiency. Addressing 

this imbalance is critical for reducing the overall energy footprint of AI models, especially as their 

deployment becomes more widespread across diverse environments, from cloud data centres to 

edge devices. 

5.2 Benchmarking with UC2: I5.0 Automation and Planning and 
UC3: AR/VR for Training and Maintenance (time-series and 
categorical) 

For Use Cases 2 and 3, the data modality is tabular, and the developed framework is designed to 

monitor both the energy consumption and hardware performance of the AI system. 
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In Use Case 2, the objective is to minimize waste generated from a production line while optimizing 

the trade-off between energy efficiency and maintenance costs. This requires the analysis of time-

series data to enable proactive maintenance strategies and optimize the production line’s lifecycle. 

In Use Case 3, the objective is to develop an AR/VR system that facilitates on-the-job training by 

guiding users through a questionnaire and enabling real-time coordination with a remote engineer. 

This system provides step-by-step instructions for learning specific tasks related to operating the 

Nakamura machine. 

Unlike the first set of use cases, where energy efficiency was a primary constraint, Use Cases 2 and 

3 prioritize achieving the highest possible accuracy to ensure reliable predictions. Since edge 

deployment constraints do not apply in these cases, the focus shifts from optimizing energy 

consumption to maximizing model performance and prediction accuracy. 

The dataset utilized consists of 4.4 million records, amounting to a total size of 767 MB. Each model 

was trained using hyperparameter tuning via a random Grid Search approach, ensuring optimal 

model configurations and enabling a fair and rigorous comparison of the algorithms. The models 

benchmarked for these tasks, along with their corresponding benchmarking results, are presented in 

Figure 18 and Figure 19. 

 

 

Figure 18. Comparison of tabular data for AI models performance and training time. 

 

 

Figure 19. Comparison of tabular data for AI models Hardware and Energy consumption. 

 

As shown in Figure 18, ΧGBoost achieves an optimal balance between execution time and precision, 

completing the task significantly faster than the other models while maintaining impressive accuracy. 

Its execution time makes it highly suitable for scenarios where speed and efficiency are critical. 

Surprisingly, LightGBM, which is often praised for its speed, was considerably slower than expected, 

taking more than twice as long as the other models to complete the task.  

Figure 19 provides further insight into the energy consumption patterns of the AI models under 

evaluation. XGBoost not only completes the task in the shortest amount of time but also demonstrates 

remarkable energy efficiency, consuming significantly less energy than the other models. In stark 

contrast, LightGBM (LGBM) emerges as the least efficient model, consuming 27 times more energy 

than XGBoost. This substantial disparity in energy consumption highlights the complexity 

differentiation in the underlying architectures and their efficiency in handling computational tasks. 
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An interesting observation is that XGBoost, being both the fastest and the most energy-efficient 

model, also exhibits the lowest CPU and RAM utilization. This suggests that XGBoost is optimized 

for resource management, maintaining high performance while minimizing its hardware footprint. 

Conversely, LGBM, the least energy-efficient model, placed the heaviest demand on CPU resources, 

particularly due to its extensive use of multithreading.  

The intensive CPU utilization in LGBM contributes to excessive energy consumption and longer 

execution times. Therefore, an intriguing trend can be observed: energy consumption appears to 

closely correlate with CPU usage. AI models that utilize less CPU power tend to consume less energy 

and, correspondingly, are less memory intensive. This relationship underscores the importance of 

CPU efficiency in determining overall energy consumption, making it a crucial factor when optimizing 

AI models for large-scale tasks in energy-constrained environments. 

Throughout the benchmarking of Use Cases, Data Loading, Validation, Transformation, and Model 

Evaluation were also monitored for hardware and energy consumption. However, these phases are 

allocating computing time, and thus consuming energy, which is identical to the data size. The primary 

focus of this work is to benchmark the Big Data nature of AI pipelines, and most importantly the phase 

that mostly contributes to greater execution times, energy consumption, and hyperparameter tuning. 

5.3 Evolutionary Computation Methods for Multi-objective 
Optimisations of the AI Theoretical Framework 

Evolutionary Computation (EC) methods are powerful tools that help solve problems with multiple 

goals in AI systems. They work by exploring many possible solutions at once, which is very useful 

when you need to balance different, sometimes conflicting, objectives. 

The main idea behind these methods is Pareto Optimality. Pareto Optimality aims to find the perfect 

balance between competitive goals. Instead of finding just one best solution, EC methods try to create 

a set of good solutions that offer different balances between the goals. For example, an AI system 

might need to balance accuracy and energy consumption. These methods help find a range of 

solutions that trade off these objectives in different ways. 

Evolutionary algorithms work by mimicking natural evolution to improve solutions over time. They 

start with a diverse group of candidate solutions and evaluate each one using several criteria. In multi-

objective scenarios, these criteria often conflict—for example, one solution might be very efficient 

while another might be highly accurate, as in the accuracy, energy consumption. 

Next, the algorithm creates new solutions by combining features of the selected ones and making 

small random changes, a process similar to biological reproduction and mutation. Over many 

iterations (or generations), the population evolves, gradually finding solutions that offer better trade-

offs among the competing objectives. In the end the evolved population will consist of best solutions 

that form a Pareto Front. Pareto Front shows all the best possible choices, where it has computed 

the most of all goals in an evolutionary way. It helps derive the trade-offs more clearly. 

In essence, evolutionary algorithms offer a systematic way to explore a wide range of possible 

solutions, allowing decision-makers to choose from a variety of options that best meet their diverse 

requirements. In the TALON context, we use the data from Figure 16 and Figure 18. 

To select the most optimal algorithms that have great accuracy and lower energy consumption, using 

EC algorithms as described above. Below are the steps of the EC algorithm: 

1. Pre-Computed Metrics: 
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• Two dictionaries hold metrics for different models: one for tabular models and one 

for image models. 

• Each model has values for accuracy, training time, and energy consumption, values 

derived from previous sections. 

• There are also “low” and “high” reference points for normalization purposes. “low” 

refers to the min value of Accuracy (least optimal) and Energy (most optimal). “high” 

refers to max value of Accuracy (most optimal) and Energy (least optimal) 

2. Choosing a Modality: 

• The code allows you to choose whether to optimize for tabular or image models. 

• Based on this choice, it selects the corresponding metrics and creates a list of 

available model names. 

3. Setting Up the Evolutionary Environment: 

• Individuals: Each individual in the population represents one model (its name). 

• Fitness: The fitness is defined as a pair: one value is the negative accuracy (so 

that higher accuracy is better by minimizing a negative value), and the other is the 

energy (which we want to minimize). 

• Population: A population is created by randomly selecting models from the chosen 

list. 

4. Evaluation Function: 

• This function calculates the fitness for each model by getting its accuracy and 

energy values. 

• Energy is normalized so that it fits into a common scale. 

• The fitness is returned as (-accuracy, energy) because we want to maximize 

accuracy (by minimizing its negative) and minimize energy. 

5. Genetic Operators: 

• Crossover (Mating): Two individuals may swap their chosen models with a 50% 

chance. 

• Mutation: An individual can change its model to a different random model. 

6. Evolutionary Loop: 

• The algorithm starts with an initial population and evaluates each individual. 

• Over several generations, it selects, mates, and mutates individuals to create new 

offspring. 
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• Each new generation is evaluated, and the best individuals (based on fitness) are 

selected for the next generation. 

7. Extracting the Pareto Front: 

• At the end, the code finds the Pareto-optimal set of models. This is a set where you 

cannot improve one criterion (like accuracy) without worsening the other (like 

energy). 

Figure 20 depicts the definition of parameters (number of generations (NGEN), population size (MU), 

crossover and mutation probability (CXPB, MUTPB)), training loop and application of each step 

(crossover, mutation, evaluation of population, and the generation/evolution of new population. 

 

Figure 20. Code snippet of the overall procedure of the evolutionary computation algorithm. 
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Figure 21 illustrates the implementation of crossover, selection and mutation for the TALON context. 

More specifically, since the data are in the form of dictionary (with key being the name of AI algorithm 

in the benchmark) the crossover is simply to change names of individuals. The mutation is to select 

an algorithm that does not exist in the current population randomly. The selection process is the 

NSGA-II that is supported by DEAP. 

 

Figure 21. Code snippet of the implementation of crossover, selection and mutation for TALON 
context.  

 

 

 

 

 

 

 

 

 

 



D2.2 Experimental Verified & Optimized AI Theoretical Framework  
 

 

TALON | GA n. 101070181 

41 

 

 

 

Figure 22 presents the Pareto Front of the current data, for image modality for the objectives of 

accuracy, and normalized energy consumption (0-100 range). The closer we are in the top left corner 

the best solution for high-accuracy and low energy consumption. In the plot, dominant solution for the 

multi-objective of high-accuracy and low energy consumption is the EfficientNet, as well as MobileNet 

algorithms, that the evolutionary algorithm also selects. 

 

Figure 22. Pareto front of Image Modality for accuracy and normalized energy consumption. 

 

Figure 2323 illustrates the Pareto Front of the current data, for tabular modality for the objectives of 

accuracy, and normalized energy consumption (0-100 range). In the plot, dominant solution for the 

multi-objective of high-accuracy and low energy consumption is the XGBoost algorithm, that the 

evolutionary algorithm also selects. 
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Figure 23. Pareto front of Tabular Modality for accuracy and normalized energy consumption. 
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Conclusion and Future Outlook 

The proliferation of AI applications in E2C computing environments has led to a growing demand for 

efficient and scalable execution. However, understanding the behavior and performance of AI 

algorithms in these dynamic contexts remains a significant research challenge, requiring empirical 

modelling, tuning, and optimizing their performance. The proposed theoretical and software 

frameworks efficiently address both performance and energy preservation of Big Data AI pipelines, 

providing a detailed analysis of optimal model selection and placement within E2C environments. 

In summary, this overview has delved into the realm of eXplainable Artificial Intelligence, emphasizing 

its critical role in facilitating the adoption of machine learning methods in practical, real-world 

applications. By clarifying various concepts related to model explainability and exploring the 

motivations behind the pursuit of more interpretable ML techniques, we have laid a foundation for a 

systematic review of recent literature on XAI. 

Our examination has categorized XAI approaches into two main perspectives: transparent ML models 

and post-hoc techniques designed to enhance interpretability. This classification has resulted in the 

development of comprehensive taxonomies that group different methodologies under unified criteria. 

Particularly, our exploration of Deep Learning models has led to an alternative taxonomy tailored to 

the specific domains where explainability is crucial for such models. 

Moreover, we have extended our discussions beyond traditional XAI boundaries to address the 

concept of Responsible AI, which emphasizes principles such as fairness, transparency, and privacy 

in AI implementation. The implications of XAI in data fusion and fairness have been thoroughly 

examined, highlighting both its potential and challenges. 

The proposed theoretical framework, alongside its associated benchmarking methods, effectively 

addresses the need for enhanced performance optimization and energy preservation in AI pipelines. 

By furnishing comprehensive analyses of optimal model selection and strategic placement within E2C 

environments, it affords organizations the opportunity to achieve maximum efficiency while 

concurrently minimizing compute resource allocation. Moreover, this research elucidates the notions 

of model explainability and examines the incentives underpinning interpretable ML methodologies, 

thereby fostering higher transparency and user confidence. Through the systematic categorization of 

XAI approaches and the development of exhaustive taxonomies, we establish a structured framework 

for the comprehension and implementation of explainable models, including those integrated within 

deep learning architectures. 

Looking ahead, promising directions for future research include focusing on prototype-based models, 

which provide a highly explainable form of representation, especially when combined with deep 

architectures. Key open research questions include determining optimal network architectures, 

feature extraction methods, distance metrics, optimization techniques, and identifying the most 

suitable set of prototypes for data representation in prototype-based methods. This research direction 

will drive innovation in creating more understandable and trustworthy AI systems. 

Ultimately, our vision underscores the importance of addressing model interpretability alongside 

considerations of data privacy, model confidentiality, fairness, and accountability for the responsible 

implementation and utilization of AI methods across various organizations and institutions. We extend 

beyond traditional XAI to address Responsible AI, emphasizing fairness, privacy via federation, and 

transparency. By focusing on learning with privacy constraints, model confidentiality, fairness, and 

accountability, we pave the way for responsible AI systems deployment for a wide array of 

applications and execution contexts. 
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